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CHAPTER 1

IceWarp SSL Certificate Process

IceWarp is well aware of the complexities that SSL certificate generation and installation provide to administrators and
because of this we created this guide to walk you through creating your CSR, choosing the proper IceWarp SSL certificate, and
finally installing the signed certificate. All of this can be done without doing most of the necessary steps required by most
other vendor's, no merging of intermediate certificates, or worrying whether or not you have the proper root certificate. The
guess work is done for you so the whole process is as clear and simple as possible.

Since v11.4.1 the logic process of certificate management in Admin console and WebAdmin has been totally changed. To
make certification process easier users can choose certificate from the new wizard. IceWarp joined free certificate initiative
and integrated Let’s encrypt service — server security certificates for free.

Let’s Encrypt

This service lets administrators create and maintain server security certificates for free. Certificates are automatically reissued
before expiration and need to be reissued manually only if domains are added or removed. Using of this type of certificate
need to meet condition that administrator runs the WebService on 80 and 443 ports. IceWarp does not support Wildcard
certificates.

The certification process is now available from wizard. There are several easy steps how to create Let’s encrypt certificate. Just
select Free Let’s Encrypt Certificate option from the wizard and click Next button. Than enter fully qualified domain name and
click Next button. If FQDN does not point to the IceWarp server, warning message will popup. Then Let’s Encrypt certificate will
be created and will be processed in the background. You can edit/view certificate properties by double-clicking on the
certificate in the list of certificates. One Let’s encrypt certificate can be used for max 500 subdomains.

In This Chapter
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2 The IceWarp SSL Certificate Process

Choosing the Proper Certificate Type

Before generating your CSR you will want to decide what type of certificate suits your specific needs. You will have the option
from the following certificate types:

=  Personal Identification (ID) — This certificate is for personal use and will allow the individual to encrypt their email
with any recipient that has the public certificate given by the sender. In order to send encrypted mail the recipient of
the message must have the sender's certificate installed so the message can be decrypted.

= Domain Validation (DV) — This is the standard SSL certificate used and will allow a company to secure communication
for a domain. There are additional options for this type of certificate so a single domain can be secured or a wild card
certificate can be issued to provide all sub domains under the primary domain coverage.

* Single — This option will create a certificate for a single domain, eg. Mail.domain.com or domain.com. When
choosing this certificate you must know the exact domain name you wish to apply this certificate to. If your
hostname is mail.domain.com and the certificate is issued for this domain but you access webmail using
“webmail.domain.com” then this would not be covered by the certificate.

* Wildcard — The wildcard certificate will allow you to cover all sub domains relating to the primary domain. For
example, if you have domain.com as your primary domain and also want to have mail.domain.com and
webmail.domain.com covered under one certificate then choosing a wildcard is the best route.

=  Organizational Validation (OV) — The organizational certificates go a step further in verifying the identity of the
company purchasing the certificate and therefore instead of only showing the domain name on the certificate it will
also show the company name in the site seal providing an extra level of security and comfort for the visitors. The
same as the Domain Validation certificates there are two options for a single cert and a wildcard certificate, these act
in the same manner as described above. This type of certificate requires a higher level of vetting than the domain
validation certificate.

=  Extended Validation (EV) — Extended validation certificates increase the vetting required and thus provide the
ultimate level of security to visitors of your site as they will see the “Green Site Seal” and know it is a trust worthy site.
The vetting process is much more intense and because of this an EV certificate can only be issued for a maximum
term of two years before the certificate is revoked and the process starts again. Below is what you will see in your
browser when navigating to an EV protected site.

-
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Creating your CSR (Certificate Signing Request)

Creating your CSR (Certificate Signing

Request)

In order to generate your SSL certificate to protect your data and communicate securely, you need to generate the CSR. This
certificate will be generated based on the information outlined in the CSR. It is very important you ensure the data listed in

the CSR is valid and correct so you will have no problems when applying your certificate.

The CSR can be generated using the IceWarp Server with the directions below.

=  First open the administration console directly on the server and navigate to the System — Certificates — Server

Certificates tab.

File Accounts Connections Options  Help
o - | New v W =B
Search: Certificates
=T Domains & Accourts » || Server Certfficates | CA Certfficates | Secure Destinations
Manageme.nt Type Hostname IP Expiration
Global Settings
Policies Standard - Al 2018-09-20 15:25
Guest Accounts Standard server.domain.com Al 201809-20 15:30
O s Standard SErVericewarp.com Al 2018-05-20 15:30
“"“ers” _ e Standard 192168671 Al 20190425 13:43
Eiees 3 Let's Encrypt [CSR]  192.168.6.71 =
C°”"'_e°*'°” Elet's Encrypt [CSAT 192.168.6.71 &
Logging [CSR] 12700 -
-3 Tools
System Backup
Service Watchdog b
System Monitor
Tasks & Events
Remote Watchdog
S5L Tunne!
Server Migration
Database Migration
SGL Manager
Storage
Certificates
. , Gt [ Add/Create... ] [ Reissue... ] [ Properties...
Advanced ]
Basic ] Apply
English Y] Certificates

*  Click the Add/Create button.
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= The Add/Create button will open a window with several certificate options.

-

7 Create/Add Certificate
——1 () Add Existing Certificate
=O Choose if you already have an S5L server certificate ready.
(L

) Request IceWarp Certificate
WO Purchase a trusted IceWarp S5L server certificate in a few simple steps. Reissue if expiration is

.l due or more domains are added.

@ Request Authority Certificate
a O Generate a certificate request for use with your favarite certificate provider, Reissue if
.l expiration is due or more domains are added.

.y (") Free Let's Encrypt Certificate
- = A free certificate from Let's Encrypt certification authority, Mever expires and needs a reissue
only if new domains are added.
() Free Self-Signed Certificate

=O A free certificate not verified by any certification autherity. Use if security is not a big concern,
.l Reissue as often as needed.

() New Certificate for Email Encryption
>V< Generate a simple unverified certificate to encrypt the content of emails. Use with a mail dient
capable of 5/MIME.

Back | [ Mext

= Select requested certificate type and click next. Creation window will open. You will need to have the required
information in order to generate the CSR properly. Each field is explained further below.

i E3 Request Authority Cerﬁ'ﬁ ate

mail. domain. com -
Common name (FQDM):
Organization: IceWarp Inc.
Organization unit: Us office
City: Washington D.C.
State (e.qg. California):
Country (g.g. US): VA
Emiil: admin @domain. com
Certificate validity (Days): 365
Bits: 2048

Back | [ MNext




Creating your CSR (Certificate Signing Request)

Common name (Required) — You need to enter the domain name you want to generate the certificated for. If you
want to have all services that use the hostname of mail.domain.com covered for SSL, make sure Common Name
is mail.domain.com, if only specifying domain.com, mail will not work unless the certificate is a wildcard one. If
you wish to create a wildcard certificate, use the format of *.domain.com as Common name.

Organization (Optional) — The company name.

Organizational Unit (Optional) - If you have multiple offices, it can be useful to specify the business unit to keep
track of the certificates.

City (Optional) — The city where the company is located.

State (Optional) — The two letter state code where the company is located.
Country (Optional) — Use the two letter country code where the office resides.
Email (Optional) — Usually, this is the administrative contact of the company.
Certificate Validity (Required) — How long the certificate will be valid.

Bits (Required) — What level of encryption will be used for this certificate.

NOTE: In the case of a multi-domain certificate, enter the primary domain name only. Other domains
names you will enter later — when purchasing your certificate.

Click Next button. Certificate properties window with 4 different tabs will be opened.

CSR — export CSR certificate, upload Bind certificate or upload separate Bind CA certificate.
Details — general details of created certificate.

Domains — list of certificate domains.

Export — export private key.

L]

]

CSR Details Domains Export

This is a Certificate Signing Request (CSR).

CSR needs to be provided to a certificate authority.

Once the validation process is finished, bind the certificate
received from the authority with the original CSR.

Export CSR. Export

Bind certificate

Bind CA certificate

Cancel
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=  Click Cancel to create CSR.

= Now, you can see the CSR under the Certificates — Server Certificates tab.

Ceriificates
Server Certificates |CACert'rﬁcates | Secure Destinatinnsl
Type Hostname IP Expiration
[CSR] mail domain.com -
+" Standard www 2¢1solar com 15216831, 2017-04-21 14:06

+" Standard www lagnos.com Al 2018-04-21 14113




Purchasing your IceWarp SSL Certificate

Purchasing your IceWarp SSL Certificate

Now when you have the CSR, you are ready to start the purchase process of the certificate. Decide what type of SSL
certificate is right for you. On the purchase screen, you will see the different choices you have. Differences of various
certificates are explained further.

Personal 1D
L SIMIME Cerificate
Domain Validation

- Single
- Wildcard

Organization Validation

=+ @ 3ingle
- Wildcard

Extended Validation
- 2ingle

Years 1
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Purchasing your IceWarp SSL Certificate
— Continued

Step 1: Now you have decided what type of certificate you wish to purchase you can proceed with the order. Once you
choose the certificate option you can then choose the life cycle of the certificate. Any DV or OV certificate has a maximum life
cycle of five years while a EV certificate has two years and a personal certificate only one year.

With this chosen, press Next to move on to the next stage of the order.

You must generate a Certificate Signing Request (CSR) on your webserver. When you have created your CSR you may continue with the enrollment.
MNOTE: Please ensure thatthe Commaon Mame (CN) in your CSR is OME of the following:

= Your Fully Qualified Domain Mame (e.g. "secure. yourdomain.com”)
« The Full Server Name of your internal server (e.g. “techserver”)
=« Our Private IP address (e.g. "192.168.0.17)

After you have generated a CSR using your server software copy and paste the CSR text using an ASCII text editor into the CSR box below. Your CSR should
look something like this:

——BEGIN CERTIFICATE REQUEST—
MIDUDCCArKCAQAwWITEWNMBAGA1UEAXMNAGY ZdCS0ZXNOLmMNYETESMBAGA TUECKM.)
TWiFya2W0aWsnMREw Dw YDV QQKEwhUZXNOESyZzESMBAGA1UEBxM VG zdCBDaxXR3
Rg+bILrSX5i0dzyF1pLgP1MckSVe 1 eCz0RS/0ekGSRNo7ow dTVyxAFEIB0zDawTe
GisfZwdIVLTHSIGVK2{K0i+t58RFOSWYTOCTRIPNkGEB/UV

——END CERTIFICATE REQUEST——

Select your CSR Browse_

r Back 1 r Next

You will need to upload the CSR file created earlier to proceed. If you have not yet generated the CSR please refer back to the
beginning of the document for those directions.
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Step 2: After uploading the certificate file you will be asked to pick the email address to send the certificate correspondence
to. It will pull the “WHOIS” contact and also display any alternative addresses. The account you choose must be live and able
to receive mail in order to process the certificate.

et By i reed ST TIRARY 1 HI.{'I—'JM-LHII'!-\.I- s Wrrl-lﬂ'l-hwhmlhanﬂ remawnd T
T =i Germ Vel e s i e T il el
g, g merel sl - i B e il i ....n.-n...—.-... iy o .u...a._l....._.a

Frmn T e n e wRr b e o v b e B s e s st e
Begrrirred eevai s be i ]
g -
Al i e el bk
[

s
st g
brtha g gi deas e
Frih e b a e
e ek, b
AT R T

s L
i SR
a Tt bl T b R ¢
B
2 - e e

2 sreegme o

Step 3: Once proceeding to step 3 you will enter the company and contact information. You will be required to enter a
challenge password to retrieve the certificate once it has been generated. Be sure to write this password down as you will
not be able to collect the certificate without this challenge password.

Step 3:

[f you have obtained a discount
code you may apply it here

Enter License Holder Information

Licensed To Organization
Business Type Software Development -
Qrganization Domain Inc.

Web Site |mail. domain.com
E-mail admin@icewarp. com
First Mame Admin

Middle Mame

LastMame lcewarp

Phone 342-553-T830
Address 1 123 address rd
Address 2

Address 3

City city

ZIP 22341
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Step 4: This will be a summary view so you can verify all of the specified information and the cost of the certificate being
purchased. Ensure all of this is correct before proceeding with placing the order.

Step 5: You will see confirmation of the order being placed. If you chose to pay by check then the details for this will be
outlined here as well.

You will now receive the purchase confirmation emails and validation email that will require you to use the validation code
inside the email and go to the website specified to validate the certificate; this will need to be done before the certificate can
be processed. Once the certificate is generated and ready for collection you will receive a final email with the directions for
downloading the certificate. We will now proceed to installing the certificate after you have collected it.
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Collecting and Installing Your Certificate

Once you have received the confirmation email telling you the certificate is ready you can download the certificate. You will
be prompted to enter your challenge password that you set during the ordering process.

Enter your challenge passwaord |

Submit Query

After you have entered the proper challenge password you can download the certificate and begin the installation process.

IceWarp has made the installation process for the certificate very user friendly and automated so there will no longer be any
merging or combining of certificates to create a .pem file. This will be done for you using the following directions.

=  Connect to the server and open the administration console then navigate to the [Certificates, Server Certificates] tab.

Certificates
Server Cerificates |E.P-.Cert'rficates Secure Destinations
Type Hostname IP Expiration
[C5SR] mail domain.com -
[C5R] icewarpdemo.com -
Standard v 2 1solar.com 152.168.31. 201704-21 14:06
Standard v |lagnos .com All 2018-04-21 1413
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=  You will see the entry for the CSR you created earlier. Double Click this CSR entry and you will be prompted to upload
the signed certificate file with a .crt extension.

Certificates
Server Certficates | CA Certificates | Secure Destinations

Type - Hostname IP Expiration

[C5R] mail. domain.com -

[C5R] icewarpdemo.com -
" Standard www 2 1solar. com 152.168.3.1, 201704-21 14:06
+" Standard www lagnos.com Al 2018-04-21 1413

ktop » - §i Search Desktop o)

Organize - Mew folder ST~ [

7 Favorites e Libraries
BE Desktop ia System Folder
_H, Downloads
"5l Recent Places | ' Petr
i Systern Folder

(= Libraries
@ Documents

JF Music

=] Pictures . Metwork
B videos Syster Folder

|| Computer
System Folder

f : E | Adobe Acrobat X1 Pro

L

M Cnmnuter

File name: | authority.csr v ’A“ files (*.")

i Open |vl ’ Cancel
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= The server will now automatically combine the private key with the signed certificate and add the certificate entry
into the server.

& Certificates

Server Cerlificates | Ch, Eertificateal Securs Deatinatiunal

|P Address | Certificate | CH | lszuer | E spiration | Subject | Bits

f:j [C5R] icewarpdemo.com loewar..  “icewarpdemo. canm SC=USAST=al=5 SC=USAST=MAA=5.. 2048

|=J [C5R] mailicewarpdemo.com lce..  mail icewarpdemo.com  AC=US/5T=4Wa =5 fC=USAST=hA =5 2048

|=|| [Default] cert.pem * AC=Cv/ST=Cyprusd...  2012-09-.. /C=Cv/ST=Cypruz/... 1024
Information |

. Certificate created successfully and stored under
! config)_certs/private] folder,
Do wou wank ko use it as the default certificate?

Yes Mo Cancel

If you wish for the certificate to be the default certificate for the server you can choose this after the import. You will now
see the CSR entry removed if choosing for the certificate to be default you will now see the cert.pem default entry updated
with your newly imported certificate.

@ Certificates

Server Certificates | CA Certificates | Secure Destinations I

|P Addrezs I Certificate I CH I |zz01Er I E =piration I Subject I Bits I F
|=,| [C5R] mail domain.com leeWarp, ... maill. domain.com AC=US/5T=WAN=5.. fC=US/ST=vAA=5... 2048
|=,| [Drefault] ceft pem * AC=Cv/ST=Cyprus/...  2012:09-.. /C=Cyv/ST=Cypruz/.. 1024 £

To finish the installation process and apply the certificate to all services you will want to restart the lceWarp services. Once
they restart you will be able to utilize the SSL ports for each service depending on the type of certificate generated and the
common name used.
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Installing Personal Certificates

The installation of the personal certificate is only a few steps and we will go over these here.

= By this point you should have already received the email alerting you that your certificate is ready to be installed.
Once you click on the hyperlink you will be redirected to a secure page and told to enter your challenge password.

Icel/arp

Purchase Processing

Language English - Home Account

Enter your challenge password

Submit Query

= The certificate will now be automatically installed into the browser you are using.

Icelvar

Purchase Processing

Language Englsh - Home A oenant

Installing cerificate

dlert [

§ Yourpersonal cenificate has been installed. You should keep a backup copy of this cenificate.

=  The certificate now needs to be retrieved from the browser so you can then import this into other email clients,
webmail, etc. This will differ depending on the browser being used. We will demonstrate how to retrieve these
certificates in Mozilla Firefox 3.x and Internet Explorer 8.
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Mozilla Firefox 28.0

=  Open Firefox and go to [Tools, Options]

Tools | Help

Web Search Ctrl+K
Downloads Ctrl+1
Add-ons

Java Console

Firebug r
Error Console Ctrl+5Shift+)
Page [nfo

Clear Private Data... Ctrl+5hift+Del

Options... .
=  Now move to the [Advanced] tab. Here you will see the option “View Certificates”, click this.
= [ =
- i
S ) 5 .
Main Tabs  Content Applicabors  Preacy  Securty | Advanced

Garsaral | Nutwsdik | Upelata | Encrypticn

Profocols

4| Use 5L 30 ¥ Usa TLS L0

Certificates
Viksen & servet requerty my peronsl certificabe

Sefect cnp auteenatically @ Adk me every time

View Certrficates Bevocabon Lists Walidation Serumity Devaces
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=  You will now be in the certificate manager for the browser. You will then want to look for the certificate with the
name of “Icewarp Limited” and then highlight this. When the certificate entry is highlighted you will see the option
now to “Backup”, press this.

-. Certificate Mansger | ol w
1
Vour Certiicates | Beople] Servers | Authorities | Gthers |
iou hewe cerificates from these organizstions that identify you

Caitilicabe Mairss Sacuiity De...  Serisl Murnber Expies O B
alcediarp Lamited
Software 5o, WS0IBCRALTSC.., 0292001

Wew.. | [Bechup | [Bacupall.| [ dmpert. | [ Deete. |

[ o |

=  You will now be asked to save the certificate, choose the destination you wish to store the certificate. It will save the
certificate in the PKCS12 format so please leave it set to this.

= Once you choose to save the certificate you will be prompted to create a password for this backup file. You must
specify a password in order to save the file and then use it later when importing into email clients.

@ Certificate Monager =iE =

Chocse a Certificabe Bacinp P — “

Thee: certificate backup password you set beere protects the Backup file that you ane about to creste. You
friist set this passeerd 1o proceed with the backug.

Certificate backup passeord: erEs

Camificate backup pasimerd (agan)  supss

Irportant: F yow forget your cerdificste backup peesword, you will not be able to restore Fhis backup
lpter, Please record it in @ safe loostion

Paiswerd quality mtar

[oc ][ cuwe |
—

4K

= |f everything is correct you will then see the message telling you that the certificate and the private keys have been
exported.

" Alert - .- s (3 |

)

Ay

Successfully backed up your security certificate(s) and private key(s).

oK
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=  You are now complete with the process using Mozilla and can now use this certificate on most email clients and the
Icewarp Webclient.
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Internet Explorer 11

= Open up Internet Explorer and go to [Tools, Internet Options]

arp We... | W lceWarp B... | ﬁ ?:?
Print »
File r
Zoom (100%5) r
Safety 3

Add site to Start menu

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems
Internet options

About Internet Explorer



Internet Explorer 11

19

Now move to the [Content] tab and click on the [Certificates] option.

-

—

I | General | Security | Privacy | Content | Connections. | Programs I .l\dvanced|

Internet Options

Family Safety

' Contral the Internet content that can @'Fa‘rﬂy Safety
be viewed.

Certificates

Use certificates for encrypted connections and identification.

[ Clear S5L state ] I Certificates I [ Publishers ]

AutoComplete

3 AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated
m

content from websites that can be
read in Internet Explorer and other
programs.

You should now see the certificate issued to you by “Icewarp.com (lcewarp SMIME Certification Authority)”. Once

you highlight this you then choose to “Export” the certificate.
o — =T

Intenced pupase: | sl = |

Foriona | i Pespe | irmesate Coriicanen Autrroes | Trmted oo Coticair |

| Tesuedt T asusent B3y Expiratio..,  Friendy hane

| dmponi.. | Emort. || Resees | Advanoed

Cerficane intended pposes
Seaune Emal, Chert Audremicaton

[ e |
Leern more sbout cerificabes
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= You will then enter the “Certificate Export Wizard”, just click “Next” to proceed to the next page. Once here you will
be asked what you want to export. You have the choice between exporting the certificate with or without the
“Private Key”, you will always want to export the certificate with the private key so choose the first option.

Certificate Export Wizard b3

|
Export Private Key
I ¥iou can choose to export the private key with the certificate,

Private keys are password protected, If vou want to export the private key with the
cerfificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
& Yes, expart the private key
") Mo, do not export the private key

| Learn more about exporting private keys

<gack | bext> || Cance |
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You will now be presented options for the format to export the certificate in and other options to export with. You
will be exporting the certificate in the PKCS12 (.PFX) format. Tick the "Include all certificates in the certification path if
possible" box, leave all other choices blank.

Certificates can be exported in a variety of fle formats.

Select the format you want to wse:
DER encoded binary X.509 {.CER)
Base-54 encoded X, 509 (. CER)

Cryplographe: Message Syntax Standard - PKCS 27 Certificates [ P78)
[ ] [nchsde all certificates in the certification path if possible

@ Personal Information Exchange - PKCS #12 (.PFX)

[ Detete the private key if the export is successful
[T Export al extended properties
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

You will now be prompted to specify a password to protect this file. You must choose a password before you can
export the certificate. You should write this password down in the event you need to reinstall the certificate in
another location or client.

Certificate Evport Wizard =

Ty mmndain security, you must protect the privste key by usng 8 passwond,

Trpe ared confirm & password,
Prissvedndt

Tiear and gorrirn passvord {nandsbory):

bk | st Cowdt |
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= Lastly, you will be prompted for the file name and where to export the certificate to. You do not need to specify the
file extension as it will already save in the .pfx format when saving so just browse to the location you wish to save the
certificate to and choose the file name.

Certificate Export Wizard ﬁ

File §o Expori
Specfy the name of the fie you want to export

| File rame:;
Ca}55L Certificates'per sonalcer tifficewarp, com i Browse... |

< Badk [__N;:-‘_ | cance

= Fl

=  The wizard will now give you a summary of where the certificate is being saved, what format, and whether or not you
are exporting the private key. If this information is correct then click “Finish” and if saved then you will see the
notification stating the “The Export Was Successful”. You are now ready to import and use the certificate.
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Importing Your Certificate into the
lceWarp WebClient

Now that you have the certificate downloaded you can upload this into the Webclient and start using it immediately. We are
only showing the steps to import the certificate into the Icewarp Webclient as there are many tutorials and resources
showing how to do this for Outlook and other Email Clients.

=  You first need to open a browser and login to your Icewarp Webclient account. Once there go to the [Tools, Options,
Security] tab.
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= Now click the “Upload” button so you can upload your certificate. Just browse to the location of your certificate.
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=  You will now be prompted to enter the password you specified when exporting the certificate. Enter the password
and click “OK”
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= Aslong as the password was correct the certificate will be imported and you will now see this listed in the Webclient.

You are now ready to sign your email being sent from the Webclient. By signing your email you are sending your public key
for this certificate to all recipients. If you and any recipient exchange keys then you will be able to encrypt all mail being sent
between you. You can only encrypt mail to recipients who have your public key so the message can be decrypted and read.
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Summary

Following the steps outlined in this guide you should have easily created your CSR, chosen the right certificate for your needs,
ordered this certificate, and finally installed the server or personal certificate. From this point forward all communication can
be secured and encrypted to prevent any eavesdropping.

If you have any problems or questions about this please contact support@icewarp.com mailto:support@icewarp.com.


mailto:support@icewarp.com

	IceWarp SSL Certificate Process
	Choosing the Proper Certificate Type
	Creating your CSR (Certificate Signing Request)
	Purchasing your IceWarp SSL Certificate
	Purchasing your IceWarp SSL Certificate – Continued
	Collecting and Installing Your Certificate
	Installing Personal Certificates
	Mozilla Firefox 28.0
	Internet Explorer 11
	Importing Your Certificate into the IceWarp WebClient
	Summary


