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Last Change: 25.05.2022

Following domains are available via the Reverse Proxy with http (port 80) and https (port 443):

e knausenberger.info (running IceWarp Mailserver, a php-system on Windows Server)

e knausir.com (File-Server & Media-Center on Windows Home Server 2011, based on
Windows Server 2008 R2)

Every access using http is redirected to https automatically.

For setup and configuration of the Raspberry 3B you need an OS on SD card. Use Raspberry Pi Imager
and select RASPBERRY PI OS LITE (64 BIT). Then write image to SD Card.

ﬁ Raspberry Pi Imager v1.7.2 - o x

Raspberry Pi

Betriebssystem

RASPBERRY PI OS LITE (64-BIT) SD-KARTE WAHL.

Insert the SD card into the Raspberry, connect display, keyboard and mouse and also a network
cable. After first startup open raspi-config for

Raspberry Pi 3 Model B Plus Rev 1.3

1 Raspberry Pi Software Configuration Tool (raspi-config) |

D Confipgure system settings
2 Display Options Configure display settings
3 Interface Options Configure connections to peripherals

4 Performance Options Configure performance settings

5 Localisation Options Configure language and regional settings
6 Advanced Options Configure advanced settings

8 Update Update this tool to the latest version

9 About raspi-config Information about this configuration tool

<Select> <Finish>

e change of the password for user pi” ('52499Baesweiler’), -> menu item 1, then S3
e change of hostname (‘raspi- proxy’), -> menu item 1, then S4

e selection of language, time zone, keyboard and WLAN Country, -> menu item 5

e activate SSH and if needed VNC, -> menu item 3, then 12 (and/or 13)

Now shutdown Raspberry ('shutdown’), then disconnect power supply, display, keyboard and mouse
and finally start again with ethernet connected again. Further settings and installations can be done
using Power Shell ('SSH’) from a Windows-Computer in LAN.

Auswahlen pi@raspi-proxy: ~ - O X
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Setup static IP-Address under Raspian Bullseye (Debian 11):
Configure Static IP (optional). Alternatively you can also assign fixed IP address on your router.

First check the actual settings:

ip addr show

EX pi@raspi-reverse-proxy: ~ - a x

group default glen 1868

wlang@

To change IP address from dhcp mode to static you need to do the following:
- Login to raspi-reverse-proxy using these credentials:

user: pi

password: 52499Baesweiler (originally: raspberry)

- Open file /etc/dhcpced.conf (use nano or vim)
Add at the end of the file:

# RASPI-PROXY IP

interface ethe

static ip_address=10.163.54.50/24 <- your static IP address here

static routers=10.163.54.1 <- your default gateway here

static domain_name_servers=10.163.54.1 8.8.8.8 <- your domain name servers (DNS) here

Save the file using Strg-x and Y/J.
Reboot raspi- proxy

The ethernet-interface name can be different from ,,eth0” (i.e. for example ,enxb827“). The given
name hast o be used!
The WiFi interface should be deactivated, because ist not needed in the Reverse Proxy.

sudo ifconfig wlan@ down

The next steps | have taken from URL https://linuxize.com/post/secure-nginx-with-let-s-
encrypt-on-debian-10/ (valid also for Debian 11):

- Begin of take over from linuxize.com —
This tutorial shows how to install a free Let’s Encrypt SSL certificate on Debian 10, Buster

(Debian 11, Bullseye) running Nginx as a web server and Reverse Proxy. We’ll also show
how to configure Nginx to use the SSL certificate and enable HTTP/2.
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Prerequisites

Ensure the following prerequisites are met before proceeding with the guide:

Logged in as root or user with sudo privileges.

The domain for which you want to obtain the SSL certificate must point to your public server IP. We'll
use example.com.

Nginx installed. (Installation directions you get by pointing with mouse over to beginning of this line
and then pressing [Strg]+[Left mouse button].

Installing Certbot

We'll use the certbot tool to obtain and renew the certificates.

Certbot is a fully-featured and easy to use tool that automates the tasks for obtaining and
renewing Let’s Encrypt SSL certificates and configuring web servers to use the certificates.

The certbot package is included in the default Debian repositories. Run the following
commands to install certbot:

sudo apt update
sudo apt install certbot

Generating DH (Diffie-Hellman) Group

Diffie—Hellman key exchange (DH) is a method of securely exchanging cryptographic keys
over an unsecured communication channel.

We're going to generate a new set of 2048 bit DH parameters to strengthen the security:

sudo openssl dhparam -out /etc/ssl/certs/dhparam.pem 2048

You can also change the size up to 4096 bits, but the generation may take more than 30
minutes depending on the system entropy.

Obtaining a Let’s Encrypt SSL certificate

To obtain an SSL certificate for the domain, we’re going to use the Webroot plugin. It works
by creating a temporary file for validating the requested domain in the ${webroot-
path}/.well-known/acme-challenge directory. The Let’s Encrypt server makes HTTP requests to
the temporary file to validate that the requested domain resolves to the server where
certbot runs.

We're going to map all HTTP requests for .well-known/acme-challenge to a single directory,
/var/lib/letsencrypt.

Run the following commands to create the directory and make it writeable for the
Nginx server:

sudo mkdir -p /var/lib/letsencrypt/.well-known
sudo chgrp www-data /var/lib/letsencrypt
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sudo chmod g+s /var/lib/letsencrypt

To avoid duplicating code, we’ll create two snippets that will be included in all Nginx server
block files.

Open your text editor and create the first snippet, letsencrypt.conf:

sudo nano /etc/nginx/snippets/letsencrypt.conf
/etc/nginx/snippets/letsencrypt.conf

location ~ /.well-known/acme-challenge/ {
allow all;
root /var/lib/letsencrypt/;
default_type "text/plain”;
try_files $uri =404;

The second snippet ss1.conf includes the ciphers recommended by Mozilla, enables OCSP
Stapling, HTTP Strict Transport Security (HSTS), and enforces few security-focused HTTP
headers.

sudo nano /etc/nginx/snippets/ssl.conf

/etc/nginx/snippets/ssl.conf
ssl_dhparam /etc/ssl/certs/dhparam.pem;

ssl_session_timeout 1d;
ssl_session_cache shared:SSL:10m;
ssl_session_tickets off;

ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384 : ECDHE -RSA-AES256-GCM-SHA384 : ECDHE -ECDSA-CHACHA20-POLY1305 : ECDHE -RSA-CHACHA20-
POLY1305:DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256-GCM-SHA384 ;

ssl_prefer_server_ciphers off;

ssl_stapling on;

ssl_stapling_verify on;

resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver_timeout 30s;

add_header Strict-Transport-Security "max-age=63072000" always;
add_header X-Frame-Options SAMEORIGIN,
add_header X-Content-Type-Options nosniff;

Once done, open the domain server block file and include the letsencrypt.conf snippet as
shown below:

sudo nano /etc/nginx/sites-available/example.com.conf
/etc/nginx/sites-available/example.com.conf
server {
listen 80;
listen [::]:80;
server_name knausir.com www.knausir.com;

include snippets/letsencrypt.conf;

Create a symbolic link to the sites-enabled directory to enable the domain server block:

sudo 1n -s /etc/nginx/sites-available/example.com.conf /etc/nginx/sites-enabled/
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Restart the Nginx service for the changes to take effect:

The file example.com.conf must contain a valid domain name (here knausir.com) for testing.

Otherwise you will get an error.

sudo systemctl restart nginx

EX pi@raspi-proxy: ~ — a

You’'re now ready to obtain the SSL certificate files by running the following command:

sudo certbot certonly --agree-tos --email admin@example.com --webroot -w
/var/lib/letsencrypt/ -d example.com -d www.example.com

EX pi@raspi-proxy: ~ - a

-tos --email knausi tmail.com --web

aus
Wi .
ed domains.

.com).

NOTES:
atulations!

support i

https:

ht
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EX pi@raspi-proxy: ~ — ] =

hotmail.com --webroot -w /var/

for all un ed domains.

If the SSL certificate is successfully obtained, the following message will be printed on your
terminal:

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/example.com/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/example.com/privkey.pem
Your cert will expire on 2022-08-22. To obtain a new or tweaked
version of this certificate in the future, simply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew"

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1le

The SSL certificate generation process ends with 4 certificate files:
cert.pem
chain.pem
fullchain.pem
privkey.pem
in the /etc/letsencrypt/live/example.com/ folder.

Edit the domain server block and include the SSL certificate files as follows:

sudo nano /etc/nginx/sites-available/example.com.conf
/etc/nginx/sites-available/example.com.conf

server {
listen 80;
listen [::]:80;
server_name www.example.com example.com;

include snippets/letsencrypt.conf;
return 301 https://

}

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name www.example.com;
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ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/example.com/chain.pem;
include snippets/ssl.conf;

include snippets/letsencrypt.conf;

return 301 https://example.com$request uri;

}
server {
listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name example.com;
ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/example.com/chain.pem;
include snippets/ssl.conf;
include snippets/letsencrypt.conf;
# . . . other code
location / {
proxy_pass http://127.0.0.1:3000;
proxy_http_version 1.1;
proxy_cache_bypass $http_upgrade;
proxy_headers_hash_max_size 512;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For  $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Port $server_port;
}
}

The configuration above tells Nginx to redirect from HTTP to HTTPS and from www to non-
WWWw version.

Restart or reload the Nginx service for the changes to take effect:

sudo systemctl restart nginx
Open your website using https://, and you’ll notice a green lock icon.

If you test your domain using the SSL Labs Server Test, you’ll get an A+ grade.

Now repeat this for every domain (example2.com, example3.com ...)
you wish to run behind Reverse Proxy.

Auto-renewing Let’s Encrypt SSL certificate

Let’s Encrypt’s certificates are valid for 90 days. To automatically renew the certificates
before they expire, the certbot package creates a cronjob that runs twice a day and
automatically renews any certificate 30 days before its expiration.
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On renewal the nginx service must be reloaded for the server to load the certificate. Append
--renew-hook "systemctl reload nginx" to the /etc/cron.d/certbot file so as it looks like this:

sudo nano /etc/cron.d/certbot
/etc/cron.d/certbot

0 */12 * * * poot test -x /usr/bin/certbot -a \! -d /run/systemd/system && perl -e 'sleep
int(rand(3600))' && certbot -q renew --renew-hook "systemctl reload nginx"

Test the automatic renewal process, by running this command:

sudo certbot renew --dry-run

If there are no errors, it means that the renewal process was successful.

Conclusion

Having an SSL certificate is a must nowadays. It secures your website, increases SERP ranking
position, and allows you to enable HTTP/2 on your web server.

- End of take over from linuxize.com —

Result of the ,,dry-run”:
EX pi@raspi-proxy: ~ — [m] *

info and www.knausen

domains.

.com and www.knausir.com

pt for all unmatched domains.

You can see, every domain’s certificates defined in /etc/nginx/sites-enabled/ are renewed.
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Finally we check whether nginx is running without any errors:
sudo systemctl restart nginx
sudo systemctl status nginx.service

EX pi@raspi-proxy: ~ - [m] *

And now we are there, where we want to be!

Dealing with Windows Server certificates on Reverse Proxy

Microsoft Windows Server uses built-in certificates for SSL and inside domain controller in pfx-
format. This certificate has to be copied to Reverse Proxy and then to be made useful for NGINX. First
you have to open the IIS Manager:

& Internet Information Services IS) Manager o]
G ) (9> HesToRsce » = @-
Eile  View Help
Connections - Actions
@ d | HPSTORAGE Home
b |23 E
g Start Page Filker: ~ Blse - Ghshowall | Groupby: Area - B8 Manage Server
4192 HPSTORAGE (HPSTORBGEN | —
£} Applicstion Posls ASP.NET ko
48] Sites 4 2 @ ) =
D) Default ek Site 1 =V e L O
@ Wiac Web Senvice NET NET  MNETEwor  MET  NETTrust Application Connection
@ WSS Cerifeate Web S thorizst.. Compilati Pages levels  Settings  Strings
E 2 = 2 @
fl v EH Y _C.Q 3
Machine Key Pagesand  Providers  Session State SMTP E-mail -
Cantrols @
15
3 A e ~ =1
2 ’EJ ! il o B i Ete.s
ASP Buthentic. Compression Default  Directory  ErorPages  Failed
Document  Browsing Request Tra, L
o -_\, L - .
&1 | = S (*] E
Handler  HTTP HTTP  [Phddress  1SPTand  ISPIFiters  Logging
Mappings ~ Redirect  Respon.. and Doms.. COlRestr
S o] g = 2
7 ¢:>\r| a‘ = o= 2 iié
MIMETypes  Modules  Output  Request  Sever  Worker
Caching  Filtering  Contficates  Processes
Management
e =
Configurat..  Festure  Shared
Editor  Delegation Configurat,
5 ” + | [ETFestures View (i Content view
Ready &

Open ,,Server Certificates”.
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=

m [6= HpsTORAGE » @ < ) @ -
File View Help
Server Certificates
Q-7 8 Import..
-5 Sart Page Use this feature to request and manage certificates that the Wb server can se with Web sites configured for SSL. Creats Certficate Request
493 HPSTORAGE (HPSTORAGEA
: - = Complete Certificate Request..
L2} Application Pools Name Issued To Issued By Expiration Date Certif e
48] Sites HPSTORAGE-CA HPSTORAGE-CA 21032060 0255336 SFFCH CreatelDoie lCEtnE )
» & Default Web Site [ knausirhomeserver.com Go Daddy Secure Certificate .. 27.06.2022 06:47:03  494E¢ Create Self-Signed Certificate...
o @ Mac Web Service HPSTORAGE HPSTORAGE-CA. 3103.2050 0L:53:50  1ETLL View.
- WSS Certificate Web S|
Export...
Renem.
XK Remove
@ Help
Online Help
< m 3
4 m v | [E] Festures View |2 Content View
Ready 9%

Select the domain certificate (knausir.homeserver.com).
Click on ,,Export...“. Define the path and password. | put it in
C:\Users\Rainer\Desktop\Homeserver_CA\.

Open https://www.sslshopper.com/ssl-converter.html

SSL Converter

Use this SSL Converter to convert SSL certificates to and from different formats such as pem, der, p7b, and pfx.
Different platforms and devices require SSL certificates to be converted to different formats. For example, a Windows
server exports and imports .pfx files while an Apache server uses individual PEM (.crt, .cer) files. To use the S5L Converter,
just select your certificate file and its current type (it will try to detect the type from the file extension) and then select
what type you want to convert the certificate to and click Convert Certificate. For more information about the different
S5L certificate types and how you can convert certificates on your computer using Open55L, see below.

Certificate Conversion Options

Certificate File to Convert
I Murchsiichen

Type of Current Certificate

PEX/PKCS#12 W

Type To Convert To

Standard PEM ~

PFX Password

ﬁ; Your private key is intended to remain on the server. While we try to make this process as secure as possible by

using S5L to encrypt the key when it is sent to the server, for complete security, we recommend that you manually
convert the certificate on your server using the Opens5L commands below.

Convert Certificate

PEM Format

The PEM format is the most common format that Certificate Authorities issue certificates in. PEM certificates usually have
extentions such as .pem, .crt, .cer, and .key. They are Base64 encoded ASCIl files and contain "—BEGIN CERTIFICATE—
-" and "—-END CERTIFICATE—--" statements. Server certificates, intermediate certificates, and private keys can all be put
into the PEM format.
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Click on ,,Durchsuchen” and point to the homeserver’s .pfx-file. Select the format of the homeserver
certificate (PFX) and the format to convert to (PEM). Also enter the password defined during export
on IIS and then click on ,,Convert Certificate”. Store the file in the same folder as the .pfx. file.

Using notepad or editor you now devide this .PEM file into 2 separate files ,fullchain.pem” and
,privkey.pem®.

The content of fullchain.pem looks like:

mLE+chL11knl

--END CERTIFICATE
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and the content of privkey.pem looks like

:lcFquhal-FGlG
thlRRnI"LCIFE

OwBemGYaX1llV

These 2 files you now copy to the folder /etc/homeserver/ on the Reverse Proxy using WinSCP.

C\Users\Rainer\DesktoptHomeserver_CA\ fetc/homeserver/

MName - Grofie Typ Geandert MName . GroBe Geandert Rechte

. Dariiberliegendes ...  25.04.2020 11:55:26 & 25.04.2020 12:06:46 WK =X =X

|| fullchain.pem 3KB PEM-Datei 25.04.2020 11:35:26 || fullchain.pem IKB  25.04.2020 11:55:26 PW-T--T--

|| knausirhomeserver.com.pem 5KB PEM-Datei 25.04.2020 11:51:53 || privkey.pem 2KB  25.04.2020 11:54:34 PW-F--T--

_ﬁ knausir.homeserver.com.pfx 4KB Privater Informati...  17.04.2020 14:34:58

|| privkey.pem 2KB PEM-Datei 23.04.2020 11:34:34

< >« >

Because of the long validity (15 months) actualization of the certificate copies on Reverse Proxy is
seldom needed. Therefore you should make a printed copy of this document and carefully safe it.
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Common Nginx Reverse Proxy Options to enable Websockets
copied from: Setting up an Nginx Reverse Proxy | Linuxize

Serving content over HTTPS has become a standard nowadays. In this section, we will give you an
example of HTTPS Nginx reverse proxy configuration including the recommended Nginx proxy
parameters and headers.

location / {

proxy_pass http://127.0.0.1:3000;
proxy_http_version 1.1;
proxy_cache_bypass $http upgrade;

proxy_set_header
proxy_set_header
proxy_set_header
proxy_set_header
proxy_set_header
proxy_set_header
proxy_set_header
proxy_set_header

Upgrade $http upgrade;
Connection "upgrade";
Host $host;
X-Real-IP $remote_addr;

X-Forwarded-For $proxy_add_x_forwarded_for;
X-Forwarded-Proto $scheme;

X-Forwarded-Host $host;

X-Forwarded-Port $server port;

proxy_http version 1.1 - Defines the HTTP protocol version for proxying, by default it is
set to 1.0. For Websockets and keepalive connections you need to use the version 1.1.
proxy_cache_bypass $http_upgrade - Sets conditions under which the response will not
be taken from a cache.

Upgrade $http_upgrade and Connection "upgrade" - These header fields are required if
your application is using Websockets.

Host $host - The $host variable in the following order of precedence contains: hostname
from the request line, or hostname from the Host request header field, or the server name
matching a request.

X-Real-IP $remote_addr - Forwards the real visitor remote IP address to the proxied
server.

X-Forwarded-For $proxy_add_x_forwarded for - A list containing the IP addresses of
every server the client has been proxied through.

X-Forwarded-Proto $scheme - When used inside an HTTPS server block, each HTTP
response from the proxied server is rewritten to HTTPS.

X-Forwarded-Host $host - Defines the original host requested by the client.
X-Forwarded-Port $server_port - Defines the original port requested by the client.
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The Scripts on my Reverse Proxy:

[etc/nginx/sites-available/default
(not linked to /sites-enabled/ !)

# Default server configuration

server A
listen 80 default_server;
listen [::]:80 default_server;

root /var/www/html;
index index.html index.htm index.nginx-debian.html;

server_name _;
location / {
# First attempt to serve request as file, then
# as directory, then fall back to displaying a 404.
try files $uri $uri/ =404;
}

Content of file: index.nginx-debian.html

<!DOCTYPE html>

<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: © auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>

<hl>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>
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/etc/nginx/sites-available/knausenberger.info.conf

# Configuration for knausenberger.info and www.knausenberger.info

server {
listen 80;
listen [::]:80;
server_name knausenberger.info www.knausenberger.info;

include snippets/letsencrypt.conf;
return 301 https://$host$request_uri;

}

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name www.knausenberger.info;

ssl certificate /etc/letsencrypt/live/knausenberger.info/fullchain.pem;

ssl certificate_key /etc/letsencrypt/live/knausenberger.info/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/knausenberger.info/chain.pem;
include snippets/ssl.conf;

include snippets/letsencrypt.conf;

return 301 https://knausenberger.info$request uri;

}

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name knausenberger.info;

ssl certificate /etc/letsencrypt/live/knausenberger.info/fullchain.pem;

ssl certificate_key /etc/letsencrypt/live/knausenberger.info/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/knausenberger.info/chain.pem;
include snippets/ssl.conf;

include snippets/letsencrypt.conf;

# . . . other code

location / {
include proxy_params;
proxy_pass https://10.163.54.30;
proxy_http_version 1.1;
proxy_cache_bypass $http_upgrade;

# proxy_headers_hash_max_size 512;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection ,»upgrade*;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For  $proxy_add x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

proxy_set_header X-Forwarded-Host $host;

proxy_set_header X-Forwarded-Port $server_port;
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[etc/nginx/sites-available/knausir.com.conf

# Configuration for knausir.com and www.knausir.com

server {

}

listen 80;
listen [::]:80;
server_name knausir.com www.knausir.com;

include snippets/letsencrypt.conf;
return 301 https://$host$request_uri;

server {

}

listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name www.knausir.com;

ssl certificate /etc/letsencrypt/live/knausir.com/fullchain.pem;

ssl certificate_key /etc/letsencrypt/live/knausir.com/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/knausir.com/chain.pem;
include snippets/ssl.conf;

include snippets/letsencrypt.conf;

return 301 https://knausir.com$request_uri;

server {

listen 443 ssl http2;
listen [::]:443 ssl http2;
server_name knausir.com;

ssl certificate /etc/letsencrypt/live/knausir.com/fullchain.pem;

ssl certificate_key /etc/letsencrypt/live/knausir.com/privkey.pem;
ssl _trusted_certificate /etc/letsencrypt/live/knausir.com/chain.pem;
include snippets/ssl.conf;

include snippets/letsencrypt.conf;

# . . . other code

location / {
proxy_buffering off;
include proxy_params;
proxy_pass https://10.163.54.2;
proxy_http_version 1.1;
proxy_cache_bypass $http_upgrade;

proxy_headers_hash_max_size 512;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection ,»upgrade*;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For  $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Host $host;
proxy_set_header X-Forwarded-Port $server_port;
}
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To make sure the scripts are started in nginx we create links for these scripts in /etc/nginx/sites-
enabled/

sudo In -s /etc/nginx/sites-available/knausenberger.info.conf /etc/nginx/sites-enabled/
sudo In -s /etc/nginx/sites-available/knausir.com.conf /etc/nginx/sites-enabled/
sudo systemctl restart nginx.service

Together with these scripts, the converted Windows Server certificate and the Let’s Encrypt-
certificates the system shows error free functionality.

The web sites are opening and are usable.

Zwischenzeitlich hat sich die Situation verandert:

Hinter dem Reverse Proxy betrieben erneuert der IceWarp Mailserver sein Zertifikat nicht mehr.

Deshalb greifen wir stattdessen auf die Zertifikatsdateien fullchain.pem sowie privkey.pem im
Reverse Proxy zu und portieren sie zum lceWarp Server.

Nun lassen sich die beiden Dateien fullchain.pem und privkey.pem vom Reverse Proxy mittels
WinSCP auf den IceWarp-Rechner kopieren, der mit der Administrationskonsole des IceWarp Servers
umgehen kann (Remote Desktop).

Den Inhalt von privkey.pem muss man noch an den Inhalt von fullchain.pem mittels Notepad
anhangen, dann lasst es sich den lceWarp-Zertifikaten hinzufiigen.

— (@ Add Existing Certificate
=_O Choose if you already have an SSL server certificate ready.
wt

() Request IceWarp Certificate
W "’O Purchase a trusted [ceWarp SSL server certificate in a fiew simple steps, Reissue if expiration is
.l due or more domains are added.

() Request Authority Certificate
a O Generate a certificate request for use with your favorite certificate provider. Reissue if
WA expiration s due or more domains are added.
« !, (OFree Let's Encrypt Certificate
-ﬂ- A free certificate from Let's Encrypt certification autharity, Never expires and needs a reissue
only if new domains are added.

() Free Self-Signed Certificate

= A free certificate not verified by any certfication authority. Use if security is ot & big concern,
A Resssue a5 often as needed.

(O New Certificate for Email Encryption
>V< Generate a simple unverified certificate to encrypt the content of emails. Use with 2 mail dient

capable of 5/MIME,

Next
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= lceWarp Server Administration - Deep Castle 2 Update 2 build 12 — m} x

File Accounts Connections Options Help

O -0 |4t v = W

Search: | | Certificates
L nEsLs ~ | ServerCertficates CA Certficates Secure Destinations
=¥ System
Services Type Hostname IP Expiration
Connection + Standard - Al 2023-01-2118:39
Logging +" Standard knausenberger info.www knausenberger.info Al 2022-06-20 19:01
=3 Tools

System Backup
Service Watchdog
System Monitor
Tasks & Everts
Remote Watchdog
S5L Tunnel
Server Migration
Databaze Migration
SQL Manager

Storage

Advanced

=B Mail w Add/Create.... Reissue.. Propetties... Set as Default Delete

Advanced

Basic Apply
English ~ | Cerificates

IceWarp Server requires directing port 10000 to the Icewarp-Server. This ist o be done in the router.

knausenberger.info
B a < El win | € DN @ How @ Sear @@ NGI @ Builh | @ Buih | = FRIT [ X< + ~ — [} s
< =3 (] Y & | httpsy//knausenberger.info/webmail/ e = 7. =

Im WebClient anmelden

Rainer Knausenberger
rainer@knausenberger.info

Angemeidet bleiben

Um mehr Gber IceWarp zu erfahren, besuchen Sie bitte

W Powered by lceWarp © 2020
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knausir.com

B a - @Builn‘ﬁ b lr‘o DNS | @ Hovw @ Sear | @ NGI | @ Buil | @ Buill | @ FRIT > 4+ v

== O X
< - O o ) | https:y//knausirhomeserver.com/Remote/homepage? e = 7 =&
£7 Windows Home Server 2011 -
Rainer~
Sign out

Remote Web Access: Home for Rainer

Computers Shared Folders Media Library
= HPSTORAGE .
Windows Home Server 2011 ' Videos I
@
© matae '

N A

!A“ windows 10 Pro , Music Pictures
A : i
© Offline / Sieeping Connect

Connect to more computers

} RAW Videos .l Recorded TV
Links | -

&% windows Home Server 2011 Blog View all shared folders

o m

1880 songs

< Documents Browse Pictures
13956 pictures
. KNAUSI-MEDION

1107 videos

& windows Home Server 2011 Add-ins
&% Windows Home Server 2011 Community

& IceWarp Mailserver

IceWarp Server knausenberger.info

In der Server-Administration ist die Web-Konfiguration wieder auf http (Port 80) und https (Port 443)
gesetzt, dank dem Einsatz des Reverse Proxy. Ich hatte bisher die Ports 79 und 442 benutzt mit den
entsprechenden Freigaben im Router. Auch in Services | Smart Discover sind die Ports wieder
»zurlickgebogen”. Da aber alle http-Anfragen im Reverse-Proxy per redirect auf https gedndert
werden, missen auch im Smart Discover alle URL’s auf https gedndert werden. Das entspricht auch
den Vorgaben in den aktuellen IceWarp Manuals.

e =

Properties | Logging I Acoess I Other

MName [Madule]: ‘wieb [Control]

Madule Startup: [Automatic ']
Ports

Basic part; 30} S5L Port: 443

All Services

<Al dvailablz> -]
Service IP Addresses

IP Address Part S5L Certificate

<Al Available> 32000 Mo

<Al Available: 32001 Yes C:%Program Fileshlcelaf.

<&l Available> 443 res C:%Program Fileshlcelw!. .

Add.. Edit... Delete

Nach einem erfolgreichen Start des WebClients ldsst dieser sich wie gewohnt bedienen, aber nach
einigen wenigen Sekunden blendet sich folgende Fehlermeldung in die Menueleiste ein.
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& -2 O {m @ | https://knausenberger.info/webmail/ 3 = ﬁ‘. =3

@ Der Server konnte nicht erreicht werden. Bitte Uberpriifen Sie lhre Intemetverbindung oder kontaktieren Sie lhren Administrator. Wiederholen (12)
E # Rainer Knausen... ¥ & ven Betreff An Datum v Grole [® o
. — Heimanns Bérsenkomme 1. Kauftipp / 2. Wichtiger Termin rainer@knausenberger.inf
Posteingang =
N N Mohaupts Medizin-Premit Ihr Geschenk zum Start: "Die Corona-Gewinner-Aktiel rainer@knausenberger.inf 12:01 62,1kB
— Geltschte Objekte
. 2 rainer.knausenberger Schreiben Steilemann rainer@knausenberger.inf 0810 108kB
Gesendete Objekte
s Rohstoff Giganten heute  Mein persénliches Ostergeschenk fir Sie rainer@knausenberger.inf Gestern17:30 348kB
pam
& . Heillmanns Borsenkommy Die Ostergabe des Verlags ist da! rainer@knausenberger.inf Gestern 12:00 403 kB
Aachener Nachrichten
Abelssoft Suppenhandel de - Bestell Suppenhandel.de: Neue Bestellung Nr. 42076 Rainer Knausenberger Gestern09:32 147 kB
elssol
E Bitdefender Bitdefender vermisst Sie? rainer.knausenberger@t-o 04/1220:03 419kB
Abnehmen
ADAC & Innovation-Investor Waochenbericht vom 12.04.20: 12 Depotwerte mit W rainer@knausenberger.inf ~ 04/1209:32 948,4kB
Adob 0241573079 Anruf von 0241573079 4924014636+SprachBox({ 04/11 1511 1,7kB
lobe
@ . Mohaupts Medizin-Premit Haben Sie schon einen Online-Broker gefunden? rainer@knausenberger.inf 04/111202 622kB
Aktion Mensch
3 Al GeVestor taglich DAX: So geht es im Index jetzt weiter! rainer@knausenberger.inf 04/1017:38 1003 kB
epp
% Alternate & Heiltmanns Bérsenkomm Gewinne im Auf aber auch im Abwirtstrend der Bérs rainer@knausenberger.inf  04/1012:01 433kB
ernate
A GeVestor taglich [Eil-video enthiillt] Kommt jetzt der 5 Billionen Dollar rainer@knausenberger.inf 04/0915:31 378kB
mazon
ﬁ[ AMD . " . .
1. Kauftipp / 2. Wichtiger Termin Di 04/14/20 12:02
Apple
Aslie Heilmanns Bdrsenkommentar (heissmanns-boersenkommentar@newsletter.gevestor.de) Aus
bzw.
« (S warw knausenbergerinfo webmall w = L8
(T) D Dienst st nicht eneichbar. Bitte versuchen Sie es spéter emeut ader kontaktleren Sie thren Admin “
& # Rainer Knausen.. § @ von Beref an Datum v ade | 5 |ufende Chat ¥
— g0 =12 neute Rohstoffupdate: vis! ol und rainargknausensergar info 1730 809kB

rainer@knausenberger info 1631

Galischts Objekta

Man konnte diese Meldungen bestatigen (Wiederholen/Retry bzw. Cancel und auch OK), sie kamen
aber standig wieder, was sehr lastig war.

Die Ursache liegt darin, dass IceWarp Server zur Kommunikation mit den Clients Websockets
benutzt, was der Reverse Proxy in der bisherigen Auslegung jetzt beriicksichtigt. Leider wird in den
Publikationen und Manuals zum IceWarp Server nirgends auf diesen Sachverhalt hingewiesen.

Dieser Fehler tritt nach Konfiguration des Reverse Proxy entsprechend der hier vorliegenden
Anleitung nicht mehr auf!

Es bleibt aber ein weiterer Fehler, den ich bisher nicht beseitigen konnte. Dieser betrifft den
WebAmin.

O | [ lceWarp WebAdmin x |+ - o x
< G (1] %) https://knausenberger.info/admin/ AN ) o7 a3 5= Q o
— .. Rainer Knause...

= s rainer@knausenb.. A

SPAM-WARTESCHLANGE

Quaranténe Absender filtern S Domain filtern &

Whitelist ERGEBNISSE FILTERN
ABSENDER BETREFF DATUM INHABER DOMAIN

Blacklist
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Wertung, offene Punkte und Fragen

Frage 1: Liegt es an den unterschiedlichen Zertifikaten im Reverse-Proxy und Icewarp-Server? Wie
kann ich das abschalten? Kdnnte man das Icewarp-Server-Zertifikat auch im Reverse-Proxy benutzen
oder umgekehrt?

Eine andere Moglichkeit konnte es auch sein, fiir den IceWarp-Server im Reverse-Proxy nicht die
,Proxy_Pass” Direktive sondern eine an die php-Syntax angepasste Konfiguration zu benutzen.

Frage 2: Wie musste diese dann aussehen? Man findet im Internet Konfigurationen fiir WordPress,
welches ebenfalls eine php-Anwendung ist.

Wertung 1: Die Verwendung eines Reverse-Proxy (basierend auf einem Raspberry 3b mit Raspian
Buster und NGINX) ist eine sehr benutzerfreundliche, mit geringem finanziellen und zeitlichen
Aufwand zu realisierende Losung, da man sich als Anwender nicht um irgendwelche Ports kiimmern
muss. Ein weiterer Vorteil ist, dass auch der Windows-Server hinter dem Reverse-Proxy betrieben
werden kann, dessen 1IS-Zugangsports 80 und 443 nicht geandert werden diirfen, da sonst
Funktionen ,sterben”. Man muss allerdings auf dem Reverse-Proxy fiir den Windows-Server dasselbe
Zertifikat verwenden wie das auf dem Windows-Server installierte, da der Windows-Server —
unabhangig vom Einsatz eines Reverse Proxy - jeden Webaufruf Gber HTTP auf HTTPS umstellt. Da
das Windows-Server-Zertifikat im .pfx-Format vorliegt, muss es ins pem-Format mittels OpenSSL
konvertiert und dann in die Teile fullchain.pem und privkey.pem zerlegt werden, die dann im
Reverse-Proxy an die richtigen Stellen kopiert werden mussen. Diese Prozedur ist recht aufwendig,
muss aber fiir den Windows-Server nur gelegentlich durchgefiihrt werden, da die Giltigkeitsdauer
des Zertifikats ca. 2 Jahre betragt.

Frage 3: Gibt es eine analoge Vorgehensweise, die im IceWarp-Server verwendeten Let sEncrypt-
Zertifikate (************ hem mit eigener Nomenklatur) auf den Reverse-Proxy zu (ibertragen oder
umgekehrt, denn diese Zertifikate miissten in beiden Maschinen eigentlich identisch sein? Kénnte
man dann noch einen Update-Mechanismus einrichten, um die beiden Zertifikate nach dem alle 90
Tage félligen Renew synchron zu halten? Das auto-renew ist auf dem Reverse-Proxy fiir die
Zertifikate zu den Domanen knausenberger.info und knausir.com bereits eingerichtet (s.0.) und lauft
automatisch. Es ware sehr komfortabel, wenn das auch fiir die lceWarp Zertifikate genutzt werden
konnte.

Hinweis: Mittlerweile habe ich einen RDP-Zugang zu meinem IceWarp-Server angelegt, was den
Umweg Uber den Homeserver erspart. Die zwingend zugehdérige Portfreigabe (ohne IPv6) im Router
sehen Sie im unteren Bild.

: & Remotedesktopverbindung — >

|
: % Remotedesktop .
- ») Verbindung ’
! Computer: | w

{ Benutzemame:  lcewrp-Server\Administrator

Beim Herstellen der Verbindung werden Sie zum Eingeben won
Anmeldeinformationen aufgefordert.

| Optionen einblenden Hilfe

Der Benutzer muss ggf. angepasst werden auf Icewarp-Server\Administrator, dessen Passwort Ihnen
aus friiheren Aktionen bekannt ist. Achtung: Die IP-Adresse ist jetzt: 37.24.225.115
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Hier meine Router-Freigaben:

[ | & FATIBox 6391 Cable x |+

< C @[ & Michtsicher | fritzbox#®

FRITZ!Box 6591 Cable

Internet > Freigaben

;
Obersicht

HPSTORAGE 10.163.54.2

Internet ~
Online-Monitor

Zugangsart IceWarp-Server 10.163.54.30

Filter

MyFRITZ-Konto
Kabel-Informationen

Telefonie

Heimnetz

WLAN

Smart Home

DVB-C

Diagnose

System

Assistenten
raspi-proxy 10.163.5450

@ HTTPServer

@ HTTPS-Server
@ HTTPS Mac

@ HTTPS Certificate

@nre
@

@ HTTPS-Server
@ WebDocus
@ MS Ren

@ HTTP-Server
@ HTTPS Server

65510
65515
65520
65500

593

5222
5223

Sie kénnen die Einstellung " e Portfreigabe” fir alle Ge

die bisher keine

gefordert haben

Alle Freigaben (bis auf Remotedesktop) gelten auch fir IPv6.

O oaxtiv 7 (%
0 oakiv 7/ x
O oaktiv /s x

Gerdt fir Freigaben hinzufligen  Aktualisieren

Deaktivieren
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